Configuring Internet Explorer for Server Based Computing

There are just a couple of basic settings that need to be made to enable your browser to
successfully connect and run applications on the SBCS system.

1. Add https://access.ca.gov to your Trusted Sites.

2. Configure the Custom level for Trusted Sites to Enable:
a. Download signed ActiveX controls.
b. Download unsigned ActiveX controls.

These settings only affect your Trusted Sites. All other sites retain the settings you have
configured for them.

The following instructions will take you step by step through the process.
The first step is to open your browser and navigate to the SBCS Portal.

The address is: https://access.ca.qov.
You can click the AGREE Button to navigate to the Next Page.
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Pre-Logon Message

UNAUTHORIZED ACCESS TO ANY STATE OF CALIFORNIA COMPUTING SYSTEM CONTAINING US GOVERNMENT OR
STATE OF CALIFCORNIA INFORMATION IS A CRIMIMAL VIOLATIOM OF PEMAL CODE SECTION 502 AMDOR APPLICABLE
FEDERAL LAW AND I5 SUBJECT TO CIVIL AMD CRIMIMAL SAMCTIOMS.

Whaever knowingly or intentionally sccesses a computing system without authorization or exceeding suthorized access,
and by means of such conduct, obtains, alters, damages, destroys, or discdloses information, or prevents suthorized use
of any data or computing resource owned by or operated for the State of California shall be subject to disciplinary
action, prosecution or both, Use in a manner other than as intended by the State of California may resultin the
forfeiture of access privileges. All computing system activities may be recorded and monitored. Individuals using these
systems expressly consent to such monitoring and shall have no expectation of privacy in their use. Evidence of possible
misconduct or sbuse may be provided to appropriate officials andfor law enforcement. No warranty is made for the
computing resources that are subject to this policy, Additionally, the State of California takes no responsibility of
damages for the intentional misuse of these resources by any party.
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The next step is to modify the Internet options so that SBCS operates correctly with your
browser.

Click on the Tools button in the upper right corner and select Internet options.
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Select the Security, tab, highlight Trusted Sites, and then click on Sites.
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Select a zone to view or change security settings.
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Internet  Local intranet Restricted

sites
s 4] -
/ This zone contains websites that you

trust not to damage your computer or

‘fou have websites in this zone.
Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level.
- To use the recommended settings, dick Default level.

[T] Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Defauitlevel |

{ Reset all zones to default level ]

o ][ conal |

If you are on the website already, the URL or address is already filled in.
If it is not there, type https://access.ca.gov in the box.
Add the SBCS website to the Trusted Sites by Clicking Add, then click Close.
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You can add and remove websites from this zone, All websites in
Q this zone will use the zone's security settings.

Add this website to the zone:

*.microsoft,com - Remove

-

| |Require server verification (https:) for all sites in this zone

[ Cose ]

| Now choose Custom level...

Intemet Options

General | Sequrity |Privaqf i Content I Connections | Programs. I Mva'iced|

Select a zone to view or change security settings.

@ & v O

Internet  Localintranet Restricted
sites

J This zone contains websites that you 8

trust not to damage your computer or
your files.
‘You have websites in this zone,

Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level,
- To use the recommended settings, dick Default level,

[] Enable Protected Mode (reqwres restarting Internet Explorer)

* Qustom level... || Defaultievel |

Reset all zones to defaltievel |

.

Now Change the settings shown below to Enable. All other settings are default settings.

Note: If you have previously changed the settings from the default, you should use the
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Reset button to obtain Medium (default) settings in the Reset custom settings portion of
the screen. Then make the changes below.

=

Settings

Security Settings - Trusted Sites Zone

Sk

-

|@, Download signed ActiveX controls

|¢| Download unsigned ActiveX controls i

Ll

4 [

Disable
@ Enable
) Prompt U

() Disable
@ Enable
Prompt
Initialize and script ActiveX controls not marked as safe for s
Disable
Enable
Prompt

M®(

Administrator approved
) Meshls ;
1 | ’

Reset to:

*Takes effect after you restart Internet Explorer

Reset custom settings

Medium (default) v| | Reset.. |
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Click OK and click Yes to “..Are you sure...”

Then Hit OK to close the Internet Options.

That’s it! Your browser should now be configured to access SBCS.

Close out your browser and open a hew one so the settings will be applied.
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After you closed out your Internet Explorer Browser, Launch it again. Navigate to the
webpage — https://access.ca.qov.

You may need to Click the AGREE Button again to get the next page.
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Pre-Logon Message

UMAUTHORIZED ACCESS T ANY STATE OF CALIFORMIA COMPUTING SYSTEM CONTAIMIMG US GOYERMMENT OR
STATE OF CALIFORNIA INFORMATION IS A CRIMINAL VIOLATION OF PENAL CODE SECTICN 502 ANDJOR APPLICABLE
FEDERAL LAW AMND IS SUBJECT TO CIVIL ARD CRIMINAL SAMCTIONS,

Whoever knowingly or intentionally accesses a computing system without authorization or exceeding authorized access,
and by means of such conduct, obtains, alters, damages, destroys, or discloses infarmation, or prevents authorized use
of ary data or computing resource owned by or operated for the State of California shall be subject to disciplinary
action, prosecution or bath, Use in a manner ather than as intended by the State of Califarnia may result in the
farfeiture of access privileges. &l computing system activities may be recorded and monitored. Individuals using these
systems expressly consent to such monitaring and shall have no expectation of privacy in their use. Evidence of possible
miscanduct or abuse may be provided ko appropriate officials andfor lav enforcement. Mo warranty is made For the
camputing resources that are subject to this policy. Additionally, the State of California takes no responsibility of
damages far the intentional misuse of these resources by any party.
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Please Note: You may have to Download the WebClient if you do not already have it
installed on your Personal Device. Work Issued Desktops and Laptops usually have it
installed already. In the event you need to download the WebClient, the following has
been provided.

Our Secure Gateways [The Portal which you are about to log into] checks to see if you
have the WebClient installed. If it doesn’t see it, it will prompt you to download it.
Click on the Prompted Link like in the following Screenshot.

You will need to check the | Agree Box. Then Click the Big Green INSTALL Button.
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Click Install to access your
applications.

INSTALL

Powered by Cloud Computing Services - Office of Technology Services.

e Internet

File Download - Security Warning

Do you want to run or save this file?

A Mame: ICAWebWrapper.msi
I’.:? Tepe: Windows Installer Package, 10.3MB

From: access2.ca.gov

[ Bun ][ Save ]L Cancel |

I-""- While files from the Internet can be useful, this file pe can
'd potentially harm your computer. IF you do not tust the source, do not
= run of save thiz software, What's the risk’?

| The Download will commence.
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817% of ICAWeb¥Wrapper.msi from access2.ca.goy Co... E||E|E|

o

ICAwebvyrapper.msi from accessz2.ca.gov

Estimated time left 7 min 28 sec (312KB of 10.3ME copied)
Download to; Temparary Folder
Transfer rate: 23.4kBl5ec

[CliCloese this dislog bow when download cormpletes

Cancel

| You will need to Click Run again for IE’s Security Warining.

Internet Explorer - Security Warning

X

Do you want to run this software?

Mame: Citrix Receiver(eb)

Publisher: Citrix Systems, Inc.

More options [ Run ] [ DontRun

q ‘while files From the Internet can be useful, this file bvpe can potentially harm
wour computer, Only run software From publishers vou trust, What's the risk?

| The Progress bar should advance. Let the Install finish.

Online Plug-in

CLTT I TT I T )

In some cases, depending on your Windows OS or AV, you will be prompted to click on
Agree to the EULA, Programs settings and ultimately Finish on the Install program.
When the Client is fully installed, your webpage will change accordingly. See below.
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Now you can log into the Secure Gateway [Portal] with your Normal Account/Password
that you use to log into your Work Desktop.

The Passcode field requires the Code that is Generated by your Safeword Token
Device. Itis normally Alpha-Numeric and is 6 digits. If a digit looks like a Number Or a
Letter, it is always the Number. eg there are no I's they are 1’s, no S’s they are 5’s, no
G’s they are 6’s, etc. Of the Three fields, only the Password Field is Case-Sensitive.

Upon successful login, you should see all the applications that are published to your
account. Now you can Launch your Published Applications!!!!
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Welcome bo Cloud Computing Services!

IF wou Gek the “SSLError 61 You have not...” Error Message, Please Read this FAQ doc,

Frequently Asked Questions Jf Resolving Common Citrix Errors [ How To documents are located at
144 Access2.ca.qov A . him

This Gateway Supports IPADs. Two Factor Authentication is required.

Gek The IPAD Receiver for Citrix at itunes, apple, com
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